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Abstract
The use of administrative and other new data sources for the scientific study of human
beings and their interactions is often hindered by the legal, technical, and operational
difficulties inherent in connecting analysts not only to data but also to the new analysis
methods required to link and analyze those data. We examine how new digital research
infrastructures can be used to reduce such barriers. Experience in other domains shows
that appropriate infrastructure can enable the efficient, secure, and collaborative
integration of domain expertise, data, and analysis capabilities. We review the state of the
art in these areas and argue for the use of cloud hosted enclaves as a safe interaction point
for analysts, data, and software, and as a means of automating and thus professionalizing
data stewardship processes.
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1 Introduction
Access to new types of data has revolutionized much of science (Hey, Tansley, and Tolle,
2009). That revolution has yet to fully make its way to the scientific study of human beings
and their interactions in such areas as program management, policy development, and

scholarly research (Lane, Heus, and Mulcahy, 2008; Metzler, 2016). Progress has been
hindered by the legal, technical, and operational difficulties inherent in connecting analysts
(domain experts with questions) to the multiple sources of sensitive data from which
answers are to be extracted and the analysis methods required to link and analyze those
data. Indeed, the high cost of assembling these three essential elements of data-driven
scholarship on human systems has often prevented its large-scale application, at least
outside the narrow realms of commercial data mining and national security.
We examine here how digital research infrastructure can be used to reduce barriers to
connecting analysts, data, and methods, and thus to accelerate data-driven investigations of
human systems. A research infrastructure encompasses both technology and process. As
technology, it is a collection of computer hardware, software, and networks designed and
operated to support research activities. As process, it implements and enforces policies,
conventions, and rules to ensure that the technology is applied in ways that meet user
needs in such areas as security and trust. Experience in other scientific domains (Atkins et
al., 2003; Finholt, 2002; Foster, 2002) shows that appropriate research infrastructure can
enable the efficient, secure, and collaborative integration of domain expertise, data, and
analysis capabilities.
We focus here on the technological aspects of research infrastructure. We are not ignorant
of the profound legal and ethical challenges associated with the analysis of sensitive human
data that no technology or process, however sophisticated, can ever fully address.
However, we believe that well-designed technologies, when subject to appropriately
controlled processes, can reduce barriers to secure data access, use, and reuse. They can,
for example, provide safe environments for data cleaning, ensure secure auditing of data
accesses, and protect against attack vectors that individual research labs, statistical
agencies, and other institutions are hard pressed to counter. And they can package these
solutions in ways that can be be replicated rapidly and easily in different jurisdictions.
We proceed as follows. First, in Section 2, we elucidate technology and process
requirements for a research infrastructure for sensitive human data. In Sections 3 and 4,
we review approaches taken and lessons learned from previous work in other domains. In
Section 5, we explore how cloud computing can enable new approaches to research

infrastructure that may transform how data on human subjects are handled. We conclude
in Section 6.

2 Problem statement
Our overarching goal is to accelerate data-driven research and policy around human beings
and their interactions so as to support a range of program management, policy
development, and scholarly purposes. To this end, we want to enable efficient, effective,
and secure access to sensitive data about societal systems. To give just one example,
analysis of detailed data about the life histories of ex-offenders and on factors such as
educational and employment opportunities, housing programs, and health services in the
locales to which ex-offenders are released can suggest new approaches to reducing
recidivism. But to answer such questions, analysts need the ability to link highly sensitive
data from multiple sources.
In examining approaches to this problem, we distinguish the interests of three classes of
actors: data providers, analysts, and method developers.
Data providers are those who collect data, such as federal agencies, state agencies,
municipalities, companies, and universities. A data provider may be prepared to make their
data available to external analysts, but typically only if they see the benefits as outweighing
the costs and risks. Benefits can include new information or insights that result from their
data being analyzed from fresh perspectives and/or combined with data from other data
providers; costs the effort required to organize data for external access; and risks the legal,
reputational, or other negative consequences if legal, regulatory, or other constraints on
data access and use are not followed. We need research infrastructures that maximize
benefits for data providers while minimizing associated costs and risks.
Analysts are those who work with data for such purposes as program management, policy
development, or scholarly research. It is analysts who ultimately (we hope) will deliver
benefits to data producers. Thus a second set of requirements for a research infrastructure
relate to analyst productivity, which may be compromised by difficulties in data discovery,
access, linkage, and analysis. While analysts may have deep knowledge about specific
domains of social science (e.g., criminal justice, employment, education), they will not

necessarily be conversant with datasets from sources with which they were previously
unfamiliar, making both discovery and use difficult. Steps taken by data providers to
reduce risk, such as de-identification, can hinder subsequent analysis. As the volume and
variety of data grow, analysts may find themselves requiring new methods and tools: for
example, new linkage methods and high-performance computing tools to process large
datasets. Increasingly, also, they find themselves under pressure to document the steps
that were followed to reach their conclusions.
Method developers are social scientists, statisticians, computer scientists, and others who
develop new methods for linkage, analysis, visualization, etc., especially of large datasets.
These individuals can have much to offer analysts working with large datasets, but
historically they have had limited or no access to realistic test data (Metzler, 2016),
reducing their ability to tackle problems that really matter to data providers and analysts.
By treating them as stakeholders in research infrastructure, we recognize that data
providers and analysts alike may have an interest in facilitating their work.
Inevitably, the interests of these different parties can conflict, and thus a research
infrastructure that is intended to support the interests of all three groups of stakeholders
needs to be able to manage tradeoffs.

3 Research data integration and analysis infrastructures
Social scientists are not the first to grapple with the challenges of “big data.” Indeed, people
have been building infrastructures for storing and sharing large quantities of information
in support of research since at least the Library of Alexandria in the third century BCE.
Computers have transformed how we work with information by enabling automated
management and analysis, and it is now routine for researchers in the physical and
biological sciences to create and use research infrastructures that store and enable the
analysis of trillions of data elements. Developers of such systems have negotiated tradeoffs
between scale, cost, the types of questions that can be asked and answered, security,
reliability, and other factors. Here we review some important approaches.

3.1 Repositories and services
Community data repositories. Physical and biological scientists have encountered and
addressed a variety of big data challenges as improved instrumentation and computational
capabilities produced ever more data. One important innovation was the online data
repository that aggregated data from many producers. Such systems have proven highly
successful, particularly when backed by policies that require data deposit. For example, the
Protein Data Bank (PDB) (Berman et al., 2000), established in 1971 with seven protein
structures, has grown to more than 120,000 protein structures; GenBank (Benson et al.,
2013), established in 1982, now holds close to two trillion bases of genetic sequence data;
the Genomic Data Commons (GDC), established in 2016, holds more than two quadrillion
(2x1015) bytes (Grossman et al., 2016). However, these systems are primarily data
repositories, not data analysis systems (although PDB provides some comparison
functions): once researchers identify data of interest, they must download them to perform
analysis locally. Such download and local analysis can become impractical as data grow in
complexity and size, particularly when analysts want to compute over all data rather than
simply examining individual data elements.
Federated data repositories. The cost and governance issues associated with a centralized
repository can lead communities to develop federated repositories, in which many data
providers all implement common protocols and standards so that researchers can query to
determine what data are available at any site and then download those data for analysis.
For example, the Earth System Grid Federation (Williams et al., 2016), an evolution of the
centralized Earth System Grid (ESG) (Bernholdt et al., 2005) established to store and
distribute climate simulation results associated with Intergovernmental Panel on Climate
Change assessments, links climate data providers at dozens of site worldwide. Federated
repositories avoid the cost and governance challenges of a centralized site, but can
introduce significant challenges of consistency in protocols. And they still require that
researchers download data for analysis.
High energy physics provides an unusual example of an inverse approach. Data is produced
in extremely large volumes at a small number of locations, such as the Large Hadron
Collider (LHC) in Geneva. The data volumes are too large for the computational capacity

that could be acquired at CERN, and thus the LHC Computing Grid (Lamanna, 2004)
distributes data from the central LHC site to many computing centers for analysis.
Data services. When data are large, it can be impractical for analysts to download them to
their local computers for analysis. Thus, some data providers implement data service
interfaces that perform computations on data in response to user requests. This server-side
computation (so-called because it is performed on the data server, not the client) may be
restricted to predefined operations (e.g., subsetting, certain statistical analyses) or may
allow for execution of arbitrary user-supplied code. The ability to run arbitrary usersupplied code is powerful, but can raise challenging security concerns. One partial solution
is to restrict user-supplied code to specific programming dialects of execution types, as is
done for example in the SkyServer astronomical database: only Structured Query Language
(SQL) queries are supported (Szalay et al., 2002).
Systems that allow for user-initiated server-side computation may also need to manage
potentially large computational demands, particularly if remote analysts are allowed to
request computations over large quantities of data. This problem can be dealt with by
restricting the amount of computation that can be performed, implementing queues,
leveraging grid computing (Foster, 2002), and/or running on a cloud that provides for
elastic computing capacity, perhaps with accounting to enable recouping of costs.
Server-side data analysis can also be attractive as a means of accessing complex software
that may require considerable expertise to install and operate. In the biological sciences,
systems like Galaxy (Goecks et al., 2010) that allow analysts to upload data for processing
with standard software have become popular, particularly for those with limited local
infrastructure and expertise. By incentivizing data upload, such systems can also encourage
the accumulation of large data collections. SEED (Overbeek et al., 2004) and MG-RAST
(Meyer et al., 2008) exemplify this approach: they retain microbial genomes and
metagenomic data, respectively, that researchers upload for analysis, increasing their
coverage of species and environments.
Federated data services. Data services, like databases, can be federated via the definition
and implementation of appropriate protocol and data standards (Foster and Grossman,

2003). For example, in astronomy, different groups have created databases of the sky at
different wavelengths. To enable cross-database queries, the virtual observatory
community has defined standards that allow a researcher to query a digital sky survey
database for objects with certain characteristics (Szalay and Gray, 2001). A user interested
in finding, for example, stars that are visible in the infrared but not the optical spectra
(possible brown dwarves) would perform queries against both infrared and optical
databases.
The systems described so far deal with data that may be completely open (e.g., PDB or
GenBank data) or available to anyone who registers their scientific interest (e.g., ESGF). In
other cases, access is granted only to researchers who agree to abide by specified policies.
This is the case, for example, for the GDC and for the Cancer Genome Atlas (TCGA), which
holds genetic sequence data from more than 500 cancer tissue samples. The TCGA’s Data
Use Certification Agreement (“The Cancer Genome Atlas”, 2014) requires that researchers
agree to maintain the privacy of the patients who provided tissue samples, access the data
securely, and follow publication guidelines. However, such agreements are typically
enforced by social norms rather than by automated processes.

3.2 Marts, lakes, and spaces
Another important dimension along which research data infrastructures vary is the degree
to which their contents are harmonized to simplify discovery, access, and analysis.
Many scientific data repositories are organized as highly structured data marts, with all
data and metadata being converted to standardized formats and schema before being
uploaded. Access then occurs via standardized protocols and APIs. This is the case with
systems such as PDB, GenBank, and ESGF, for example: each defines file format and
metadata conventions that must be followed by data providers. In essence, such systems
impose costs on data providers to simplify life for data consumers. The question of where
costs should be incurred in a data publication pipeline is often a hot topic of debate when
federating data. Changing business processes “upstream” can simplify life for data
aggregators and also improve data quality. But the associated costs may be unacceptable.

An alternative approach to data repository design focuses on minimizing costs for data
providers. In so-called data lakes (Terrizzano et al., 2016), data of potentially many types
and from potentially many sources can be deposited without concern for conventions.
Thus, for example, raw data from experimental apparatus may be found alongside more
processed data that have undergone further processing, for example to transform them
into common formats. Some data will be highly documented and standardized, while other
data may have no associated descriptive metadata. Data lakes work well when analysts
who work with important or popular data improve the quality of associated metadata over
time. Franklin et al. (2005) coined the term data space for systems that encourage such
pay-as-you-go improvements, by for example cataloging all datasets and recording
provenance relationships between initial and derived datasets. Google’s GOODS system
(Halevy et al., 2016) uses such methods to manage a data lake of more than 20 billion
datasets; however, these datasets are not subject to the access controls required for the
human subjects considered here.
Todd Harbour proposes the term “brickyard” to denote a place where people go to obtain
materials that they can expect to be regularized, with predictable dimensions and formats:
for example, bricks and patio slabs. An effective data sharing system must incorporate
methods or incentives for such regularization. A brickyard is also like a research data
enclave in another respect: people cannot take whatever they want. Business processes,
documentation, and permissions must accompany any removal of materials.

3.3 Collaboration, provenance, data and code reuse, and reproducibility
Data space concepts illustrate one of the many ways in which collaboration can facilitate
productive data analysis. All too often in science, individual researchers work
independently to understand, correct, and analyze source data. In the process, they may
duplicate work that has already been performed by others. The result can be not only
wasted effort but also poor science, if for example subtly different, but undocumented,
assumptions made by different analysts lead to different results.
These concerns can be addressed by mechanisms that allow work performed by one
analyst (e.g., documenting a dataset, creating a derived data product, or developing code
for a specific analysis) to be shared with others. Various methods have been developed and

applied for this purpose in science. Collaborative tagging mechanisms (Cattuto, Loreto, and
Pietronero, 2007) enable researchers to share structured or unstructured annotations on
documents, data, and code. Notebook technologies such as Jupyter (Kluyver et al., 2016)
are used to share code in understandable ways. Conventions and tools have been
developed for recording provenance relationships between datasets and code (Moreau et
al., 2010). The ability to assign persistent identifiers to datasets, data subsets, and code is
important for provenance, reuse, and citation (Paskin, 2005; Chard et al., 2016).

4 Sensitive data
Sensitive data are sufficiently confidential that data providers cannot rely on researcher
declarations to maintain confidentiality: data providers instead need to maintain positive
control over data access and use, in order to reduce the risk of unwanted disclosure. We
consider two classes of such control mechanisms: the curator model and secure enclaves.
The first approach limits the data that analysts can access, the operations that they can
perform on data, and/or the results that can be obtained from analyses, to prevent them
from ever seeing sensitive data. Secure enclaves, in contrast, allow full access to data but
then restrict who is allowed that access and what data can be exported.

4.1 Statistical disclosure control and the curator model
Statistical disclosure control approaches seek to allow analysts to operate on data without
ever obtaining access to information about individuals (Willenborg and De Waal, 2012).
Dwork and Smith (2010) formalize the problem by defining a curator model in which a
trusted and trustworthy curator (e.g., the Census Bureau) gathers sensitive information
from many respondents (the sample) and then works to release to the public statistical
facts about the underlying population, in such a way as not to compromise the privacy of
the individual respondents. They distinguish between noninteractive access, in which the
set of statistics to be computed is predefined, and interactive access, in which the curator
responds to requests from individual analysts. (The latter approach can introduce
scalability challenges.)
Various techniques have been developed to enable access to data statistics without
revealing information about individuals. Curators may aggregate data, suppress certain

information data, or perturb the values of variables before publication (Domingo-Ferrer
and Mateo-Sanz, 2002; Seastrom, 2010; Skinner, 2009). The concept of differential privacy
provides a formal framework for thinking about such issues, stating that the results of a
query against a dataset with data on a specific individual removed should not be
distinguishable from the results when data on that individual are present (Dwork, 2014;
Dwork et al., 2006). Related models allow for reasoning about the probability that personal
information will be revealed by a series of information releases, such as responses by a
curator to multiple interactive requests.
One form of information suppression is de-identification (Uzuner, Luo, and Szolovits,
2007), which may involve removing identifiers altogether (anonymization) or replacing
each identifier in the dataset with a unique key (pseudonymization or coding) (Phillips and
Knoppers, 2016). The effectiveness of such approaches is vigorously debated, with some
arguing that essentially any data can be re-identified via linkage with other datasets or
knowledge (Barocas and Nissenbaum, 2014; Ohm, 2010), and others arguing that such
steps are often noisy and thus may not be revealing for more than a few individuals.

4.2 Secure enclaves
Another approach to preventing disclosure of sensitive information is to place physical
constraints on data access and export. Desai et al. argue for a portfolio approach to data
security (Desai, Ritchie, and Welpton, 2016), with processes defined to ensure safe people
(i.e., restrictions on who is allowed to access the enclave), safe projects (i.e., audits of the
purposes for the data is to be used), safe settings (i.e., secure environments), and safe
outputs (e.g., via manual review of data outputs before they are released). Variants of this
approach make different tradeoffs between security and convenience.
Air-gapped enclaves. In this first approach, all analysis must be performed in a secure
enclave with no Internet connection. This approach is frequently employed by national
security organizations and stewards of public datasets such as the U.S. Census’ Federal
Staistical Research Data Centers, which create “air-gapped” data infrastructures comprising
computers that are not connected to the Internet and that users have to visit and use in
person, with tight control over what data, if any, they can take with them when they leave.
The unfettered access to data provided by these enclaves is invaluable, allowing data to be

exploited to its fullest potential. However, we do not view air-gapped enclaves as an
adequate solution for the data sharing and analysis use cases considered here due to their
inconvenience, cost, and lack of support for importing data from other sources for
purposes of data integration. The analyses that we aim to support require that many people
be able to access, integrate, and analyze multiple sensitive datasets.
Secure remote access. The inconvenience inherent in air-gapped enclaves has led various
groups to develop systems in which the analyst connects remotely, for example over a
virtual private network, to the data enclave (Lane et al., 2008). The identity of the analyst is
established via secure authentication and the analyst can then interact with software
running at the enclave to perform analyses, review results, and ultimately download
outputs (perhaps after review by data enclave staff). This approach is far more convenient
for the remote analyst, but introduces risk as the data enclave has little control over the
remote analyst’s computing environment. To counter that risk, some enclaves require that
remote access be allowed only from dedicated secure sites, under the supervision of
qualified staff (Bender and Heining, 2011). In another related approach, analysts construct
data capsules—virtual machine images with analyst-provided and configured code—that
can then be deployed and run on data in an enclave, with controls applied on what data can
be released while the capsule runs (Borders et al., 2009; Zeng et al., 2014).
Note that secure enclaves, whether they support remote access or not, do not directly
address the need for analysts to integrate data from multiple sources, which may require
that data from one source be transported to the other for linkage and analysis.

4.3 Cloud computing
Internet search and social networking companies such as Amazon, Facebook, Google, and
Microsoft represent another approach to large-scale data aggregation and analysis. Each of
these companies has created an enormous computational infrastructure—a cloud—that
they use to store and analyze large quantities of data, both public (e.g., public web sites and
social media postings) and sensitive (e.g., searches performed, private messages between
individuals, books purchased). Importantly, these systems are structured to permit rapid
analyses of large fractions of those data, reliably and cost effectively. Professional systems
management, supported by the massive revenues of these companies and their large

economies of scale, make them highly reliable and, it seems, also secure, although large
disclosures of cloud-hosted information are reported periodically.
Few external researchers and analysts can access the data that these infrastructures
contain. However, several companies also operate public clouds that anyone with a credit
card can access: for example, Amazon Web Services, Google Cloud, and Microsoft Azure.
Each of these systems allows interested parties to acquire storage, computing, and other
resources and services in an on-demand, pay-as-you go manner. It thus becomes
straightforward to instantiate a private data enclave by allocating cloud storage, loading
data into that storage, and allocating cloud computers to run analyses on that storage.
Can one reasonably use such a private data enclave to store, share, and analyze sensitive
data? The answer to this question varies with geographical location and the data in
question, but in the U.S., the federal government has defined policies and procedures that
can be followed to satisfy government regulations. To understand the nature of these
policies, it is helpful to study the nature of the software components that go into creating a
cloud-based service. Figure 1 provides a perspective on this question, showing how
responsibilities may be divided according to whether one relies on the cloud provider just
for infrastructure (IaaS) or also for platform services (PaaS). (The case in which the cloud
provider operates application software, software-as-service or SaaS, is also shown, but is
not relevant here.) The cloud provider is responsible for securing the low-level
infrastructure that you yourself would have to secure if you established a secure data
enclave at your own institution (“on premise”), but that still leaves you responsible for the
security of at least some higher-level components.
Security in a cloud-hosted secure data enclave is thus the joint responsibility of the cloud
provider and the user, which in the case of human subjects data might be an individual
institution or agency—or, as we discuss in Section 5, a cloud data enclave operator who
provides services for many users and purposes.
Figure 1: Cloud security responsibilities, as discussed in the text. Adapted from Simorjay (2016).

In the U.S., the federal government has defined an assessment and authorization process,
the Federal Risk and Authorization Management Program (FedRAMP) (Office of

Management and Budget, 2013), for determining whether a particular combination of
cloud provider and user software and procedures can be used for sensitive data from
federal agencies. Becoming FedRAMP certified is an onerous process that involves not only
substantial engineering but also documentation, assessment by a FedRAMP-accredited
third-party assessment organization, and finally review by the FedRAMP Joint Assessment
Board. Thus, it is not a process to be taken lightly. However, once completed, the associated
documentation can be relied upon by many potential consumers of the cloud service in
question: another example of the economies of scale provided by cloud computing
(Barnard, 2016).

5 The cloud data enclave: A transformative new approach?
We have reviewed a variety of approaches to large-scale data sharing and analysis. Each
has distinct advantages and disadvantages for data providers, analysts, and method
providers, and each has a place in the data universe. However, we believe that the
emergence of secure, scalable, reliable, and inexpensive public clouds represents an
opportunity for transformative change in how data about human subjects are organized,
shared, and analyzed. In this section, we explain why we make this statement and outline
steps that can be taken to realize its potential.
The basic idea is to leverage a commercial cloud as a secure, scalable cloud data enclave
for data sharing, access, and analysis, implementing within that cloud a safe data platform
that provides automated implementations of the various processes associated with data
usage. In so doing, we can allow sensitive data from many providers to be discovered,
linked, and analyzed in a controlled manner—and to permit, furthermore, analysts and
method developers to share data, analysis methods, results, and expertise in ways not
easily possible today. The approach thus combines elements of the data enclave, cloud, data
lake, and data space approaches described above to meet the stakeholder requirements
identified in Section 2.

5.1 Use public cloud to implement a secure and scalable virtual data enclave
The emergence of high-quality public clouds over the past decade has transformed how
people, companies, and institutions work with information technology. Anyone with a

credit card can now obtain cost-effective access not only to essentially unlimited storage
and computing, but also to many higher-level services that would be prohibitively
expensive to implement within a single institution. A growing number of startups, research
institutions, and research projects now take advantage of these capabilities.
The requirements identified in Section 2 for working with data about human subjects are
distinctive but no less amenable to cloud hosting and automation. Appropriately configured
cloud services can be used to provide a secure location for datasets and software; enable
packaging of software in reusable forms via virtual machines and containers; permit
secure, controlled sharing of data and code; scale computation elastically as required; and
enable monitoring and auditing of activity for reliability and security. In each case, we can
leverage the enormous investment made by cloud providers in these areas.
The use of public cloud to host a data enclave also enables other economies of scale. We can
implement standardized, reusable implementations of automated data stewardship
processes. And, as noted above, FedRAMP standards provide a framework for security
reviews of the entire system and permit the sharing of review results and authority to
operate packages across different data providers (Barnard, 2016). A single location also
facilitates collaboration, as data, code, results, and best practices can be shared more easily
(subject of course to stewardship: see Section 5.2) when implemented in a uniform
manner.

5.2 Provide automated safe stewardship mechanisms
As noted in Section 1, a research infrastructure comprises not only technology but also
process. We assert that the public cloud’s uniform environment and economies of scale can
make it feasible to replace current ad hoc, manual, incomplete implementations of the data
protection approaches listed in Section 4.2 with automated, and thus fully auditable and
replicable, implementations, as we now describe.
Safe people: We can use secure authentication to validate the identity of people seeking
access to the enclave, and require strong methods such as two-factor authentication for
action that involve work on sensitive data. Modern identity federation methods can enable
reuse of existing credentials (Barnett et al., 2011; Tuecke et al., 2016). To ensure that users

of the enclave operate from a common understanding of roles, responsibilities, and
authorities, we can also require that potential users participate in an educational program
that teaches these principles.
Safe settings: The detailed security specifications and reviews defined by FedRAMP are one
part of the technical security procedures required to provide safe settings. We can provide
supporting mechanisms such as safe collections, sets of data and associated metadata plus
policies governing, for example, where data within a collection must be stored, the
approval process that must be followed to request access, and the monitoring required for
access and use. Other platform capabilities can include secure logging of all user actions for
audit and forensic purposes.
Safe projects: We can implement structured and traceable project review and audit to
ensure safe projects. We can provide supporting mechanisms for users such as safe search,
to allow analysts to discover datasets that meet research goals and that they are allowed to
access, and safe workspaces, sets of data plus code that can be used to analyze the data.
Other mechanisms can allow a user to discover sensitive datasets, request access to those
datasets, copy them into a workspace upon access being granted, run analyses on the data
within the workspace, and then export both data and code subject to approval processes.
Safe outputs: We can implement data export controls, such as processes that require
review of a data export request by an authorized data steward, using suitably secure
mechanisms to validate the identity of both the requesting user and the steward and to log
the authorization decision.
Data providers will need to be able to specify which processes and policies should apply to
each dataset that they make available in the enclave. Alternatively, it may be possible to
reach agreement across data providers as to data classifications, in a manner analogous to
the information security marking metadata defined within the national security context to
enable “interagency access control, automated exchanges, and appropriate protection of
shared intelligence” (Information Security Marking Metadata, Visited January 1, 2017).
Given such marking metadata, data stewardship tools can then determine without further

user input where data is to be placed, what access policies apply, what policies apply to
derived data products, etc.
We note that a system that streamlines the processes by which derived datasets are first
created and then described, discovered, and reused does not necessarily ensure that data
reuse will become commonplace. If users typically stop at the creation step, then the data
enclave is likely to accumulate large quantities of “dark data” (Heidorn, 2008): data that are
meaningful only to their creator and thus are never reused by others. Potential solutions
include incentives (e.g., for producing high-quality datasets that are reused, for reusing
data), visibility (e.g., by notifying users of datasets that have been produced with a
particular set of inputs), and automation (for example to detect unused and duplicate data).

5.3 Build on a safe data platform to encourage contributions
The various mechanisms introduced above can be viewed as constituting a cloud-hosted
safe data platform that automates important elements of the sensitive data stewardship
process. We use the word platform here deliberately. As explained by van Astyne et al. (van
Astyne, Parker, & Choudary, 2016), “a platform provides the infrastructure and rules for a
marketplace that brings together producers and consumers.” A successful platform, like the
iPhone, Android, Python, or R, substantially eliminates the friction associated with
developing, sharing, finding, and consuming solutions. Similarly, a successful safe data
platform will enable many researchers and communities to prepare and analyze sensitive
data, share data and code, and collaborate. By thus enabling a rich ecosystem of methods
and tools, it will allow research communities to continuously contribute and test new
approaches to research and policy questions as the nature of data on human subjects
changes. To this end, it will need to incorporate an exchange where communities can
deposit and discover reusable code and recipes that they can use to build their own
solutions and solution environments—thus enabling the dissemination of ideas and
methods.
Figure 2 depicts how a safe data platform might work in practice. In this figure, (1) an
analyst searches across multiple collections (e.g., data from different federal or state
agencies) to find data that meet specified criteria. This search is performed based on
metadata that the analyst is authorized by the appropriate data steward(s) to see. (2) The

analyst requests access to a dataset identified via search, which triggers an approval
workflow as specified by associated policy. (The figure shows an example policy: “any
workspaces to which data are loaded must be located in FedRAMP-certified storage;
researchers must present two- factor credentials; and all approvals are manual.”) In this
case, the policy requires (3) manual sign off by the associated data steward.
Figure 1: A cloud-hosted safe data platform, showing the various actors and actions.

If approval is granted, then (4) the dataset can be loaded into a workspace with the
analyst’s desired analytics environment. The analyst may also (5) import additional open
or restricted data and code into the workspace. The analyst can now use the data by
working in the workspace, eventually creating new data that (6) they can request
permission to export for (7) external use (e.g., to create a table in a research article) and/or
(8) publication to an existing or new collection for sharing with other platform users for
reuse. The latter release process involves assigning a persistent identifier, assembling
metadata for discovery, and organizing the data for easy loading into workspaces. The
definition of standardized release processes that can be adopted by different data
providers is another area that could facilitate the smooth operation of a cloud data enclave.
A steward can also use platform capabilities to facilitate use. For example, she can create a
workspace for data ingest, (5) import a restricted access dataset to that workspace for
preparatory clean-up and de-identification, and then (7) publish the processed dataset to a
collection for access. Specialized workspace instance can be provided to support data
stewards in this work. Note that a workspace itself can become data: a user can publish an
entire computing environment, including data, tools, etc., as they would any other dataset,
to support reuse. The platform can also incorporate mechanisms designed to simplify or
even enforce the implementation of the data management plans that federal institutions
are increasingly requiring the researchers that they fund to follow.

5.4 Analysis of stakeholder needs.
We suggest that the approach that we have just described can address the stakeholder
needs of Section 2 as follows. For data providers, it can:

•

Minimize data contribution costs by implementing simple data upload protocols and
APIs, supported by standardized data ingest methods where feasible.

•

Improve releasability of data and publications, by providing automated, secure,
validated pipelines for extracting releasable data and associated metadata, and thus
simplify adherence to data publication policies.

•

Minimize risks by enforcing data provider-specified policies for data access, analysis,
and output—ideally supported by standardized data classifications.

•

Maximize benefits by integrating their data into a rich ecosystem of other data
providers, analysis, and method providers, in which controlled sharing of data,
analysis methods, and expertise is encouraged.

For analysts, it can:
•

Simplify access to data by providing standardized methods for discovering,
requesting access to, and accessing sensitive data.

•

Enable integration of datasets from different sources.

•

Educate them in best-of-breed methods, by providing access to common analysis
procedures/techniques and examples of how tools are used by other researcher.

•

Encourage collaboration by providing standardized methods for creating and
sharing annotations on datasets and code.

•

Facilitate reproducible research by automating the capture of the steps followed to
obtain a particular result.

•

Enable big data analysis by allowing analysts to scale computational resources to
meet computational needs—as long as they (or someone else) can pay for the cloud
computing time.

For method providers, it can:
•

Provide access to data required to design, test, and evaluate new methods.

•

Provide access to communities of individuals who share interests and experience in
problems and methods.

6 Conclusions
New data sources present fascinating opportunities for new understanding of human
beings and their interactions, and thus better policies, programs, and science. But seizing
those opportunities requires new research infrastructures that enable analysts to easily
access, integrate, and analyze datasets from multiple sources, while also maximizing
benefits and minimizing costs and risks for data providers. The fact that new data sources
are often larger, noisier, and less structured than data conventionally studied in social
science leads to a third set of requirements for research infrastructures, relating to scale
and access by method providers.
We have reviewed approaches for large-scale sharing and analysis of both general science
data and sensitive data about human subjects. We argue that developments in cloud
computing present opportunities for transformative new approaches to working with
sensitive data, in which public clouds are used to create a secure data enclave in which
currently manual and ad hoc data stewardship processes are standardized and automated.
Such a system can enable sensitive data from different sources to be discovered, integrated,
and analyzed in appropriately controlled manners. It can, furthermore, allow researchers
to share analysis methods, results, and expertise in ways not easily possible today. The
development of such a system thus has the potential to botjh accelerate research and
enable a flowering of new methods for studying human subjects.
The analysis of sensitive human data raises profound legal and ethical challenges that no
technology, however sophisticated, can ever fully address. However, we believe that welldesigned technologies, when operated in appropriately controlled cloud environments, can
reduce barriers to secure data access, use, and reuse. They can, for example, provide safe
environments for data cleaning, ensure secure auditing of data accesses, and protect
against attack vectors that individual research labs, statistical agencies, and other
institutions would be hard pressed to counter.

The proposed approach can also serve to broaden the community of researchers working
to improve the state of the art in safe data management and analysis. Both social scientists
and computer scientists will gain from being able to access real data about social problems,
without having to create and certify their own trusted data service. The platform should
spur the development of many new methods and tools as computer scientists work with
different research communities to customize environments; an extensible code exchange
will facilitate the transfer and adoption of new methods to many research communities.
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